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Abstract—The operation of power grids is becoming increas-
ingly data-centric. While the abundance of data could improve
system efficiency, it poses major reliability challenges. In particu-
lar, state estimation aims to find the operating state of a network
from the telemetered data, but an undetected attack on the data
could lead to making wrong operational decisions for the system
and trigger a large-scale blackout. Nevertheless, understanding
the vulnerability of state estimation with regards to cyberattacks,
which is a special instance of graph-structured quadratic sensing
problem, has been hindered by the lack of tools for studying the
topological and data-analytic aspects of networks. Algorithmic
robustness is critical in extracting reliable information from
abundant but untrusted grid data. For a large-scale power grid,
we quantify, analyze, and visualize the regions of the network
that are not robust to cyberattacks in the sense that there exists
a data manipulation strategy for each of those local regions that
misleads the operator at the global scale and yields a wrong
estimation of the state of the network at almost all buses. We
also propose an optimization-based graphical boundary defense
mechanism to identify the border of the geographical area in
which data have been manipulated. The proposed method does
not allow a local attack to have a global effect on the data analysis
of the entire network, which enhances the situational awareness
of the grid, especially in the face of adversity. The developed
mathematical framework reveals key geometric and algebraic
factors that can affect algorithmic robustness and is used to
study the vulnerability of the U.S. power grid in this paper.

Index Terms—Power system state estimation, CPS security,
robust algorithm, smart grid

I. INTRODUCTION

While real-world data abound for many complex systems,
they are often noisy and corrupted. Acquiring reliable infor-
mation from abundant but untrusted data is key to enhancing
cybersecurity for mission-critical systems such as the power
grid [1]]. Since many of these systems are inherently network
structured, data analytics cannot be satisfactorily understood
without incorporating their underlying graph topologies.

For instance, consider the power system state estimation
(SE) problem, which constantly monitors the operating status
of the grid by filtering and fusing a large volume of data
every few minutes [2]]. The significance of a functioning
SE could be inferred from the 2003 large-scale blackout, in
which the failure of SE contributed to the inability of the
operator to provide real-time diagnostic support [3]]. Despite
substantial advances in algorithm design [2]], [4]-[17]], a major
obstacle still remains: the lack of a framework for the design
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of a robust and scalable algorithm together with a realistic
evaluation of its vulnerability. Developing such a framework is
challenging for three reasons: (a) the model of a power system
is highly nonlinear and nonconvex due to physical laws, (b)
computational resources required by existing algorithms grow
rapidly with the size of the system, and (c) the number of
scenarios involving adversarial conditions is too large for an
individual assessment of each scenario to be possible (it is
higher than the number of atoms in the observable universe
for systems with as low as 500 possible attack points). These
challenges have limited the scope of previous studies to simple
approximate models or conservative methods that ignore the
topology-dependent characterization of vulnerabilities [2f], [4]—
[21]. Fundamentally, there is a lack of tools to deal with
untrusted data associated with nonlinear and structured (rather
than random) graphical models.

A. Graph-structured quadratic sensing

The graph-structured quadratic sensing problem includes SE
as a special instance and is stated as follows. Let v € C™ be
an unknown n;-dimensional complex-valued state vector. The
goal is to find v from a set of noisy quadratic measurements

Yi :U*M¢U+wi+bi, Vi € [nm], (1)

where v* indicates the complex conjugate, M, is a known
np, X np dimensional Hermitian matrix, w; denotes a zero-
mean Gaussian random noise with standard deviation o, and
b; denotes bad data that can take arbitrary values. Here, we
use the shorthand notation [n] = {1,...,n}.

Based on the set of measurement matrices { M ; }ic[n,,], We
construct an undirected graph G := {N, L}, where N := [ny]
and L := [ny] represent the sets of nodes and edges, respec-
tively. The graph is constructed such that there is an edge
¢ = {f,t} that connects nodes f and ¢ if there exists a sensing
matrix M, whose (f,t)™ entry is nonzero, i.e., [M;]; # 0.
We are interested in the case where the measurement matrices
are sparse and produce a sparse computational graph G.

For SE, v consists of the voltages at all nodes of the
network and the measurements, such as voltage magnitudes
and real and reactive power flows over edges, are quadratic
[17], [22]. The bad data b; is either zero corresponding to a
correct measurement or nonzero corresponding to cyberattack,
communication failure, sensor fault, or deployment of a model
(i.e., measurement matrices M) that does not match the
reality (e.g., a disconnected line is wrongly assumed to be
in service by the operator). It is not known a priori which b;’s
are nonzero. The graph G of SE coincides with or is a subset
of the physical topology of the gird, and therefore it is sparse.



Fig. 1: Vulnerability map of the modified U.S. power grid, which consists of three AC interconnections, West, East, and
ERCOT, and shows the lines that satisfy the graphical mutual incoherence condition proposed in the study (green lines) those

that do not (red lines).

B. Related work

Different types of quadratic sensing problems have been
studied in the literature, which can be cateogrized based on
the assumptions made on the measurement matrices M ;’s:
(i) matrix completion [23]], [24] and robust principal compo-
nent analysis [23], assume that each matrix M; has a
single nonzero element at a random location; and (ii) phase
retrieval assumes that each matrix M ; is rank-1. Existing
approaches to solve these problems include convex relaxation
[23]], [25]], [26] and iterative algorithms [24]]. To obtain guaran-
tees of performance, a common theoretical condition is called
restricted isometry property [24]; however, this condition only
applies to dense and/or random matrices M ;’s, while the
measurement matrices in our study are deterministic and
structured (due to the existence of an inherent graph structure).

Due to the prominence of SE, extensive works have been
conducted in the power system community. These methods
include: (i) linearization (a.k.a., DC approximation) [3]], [28]);
(ii) iterative algorithms such as Newton’s method [2], [29],
feasible point pursuit [30], and iterative convex program [8]];
and (iii) global optimization techniques such as particle swarm
optimization [31]], and semidefinite relaxation [L1]], [13]}, [14].
However, for methods in (i), the approximation error could
be arbitrarily large when the unknown voltage vector deviates
from the nominal state around which the linearization is per-
formed. For methods in (ii), due to the nonconvexity of solving
quadratic measurement equations, the algorithms can become
trapped at meaningless local minima or saddle points, which
do not provide a useful estimate of the state. For methods
in (iii), the primary disadvantage is their heavy computational

requirement or lack of theoretical guarantees on their ability to
reject bad data. Existing literature on cyberattack and defense,
such as the false data injection attack, has also been limited to
DC approximation models [4], [6]l, , with the exception
of a few works on the nonlinear AC model [10], [32], [33].
However, it has been found that the mismatch caused by the
DC approximation of the AC grid renders either the defense
or the attack efforts futile [7], [9], [10]. Recently, a two-stage
linear/quadratic programming approach has been proposed in
[17], which advances the state of the art by providing a
computationally efficient algorithm with theoretical guarantees
of recovering the true state. However, the proposed condition is
hard to be satisfied and its verification requires the knowledge
of the support of the bad data, which is not known a priori.

C. Gap in the literature and our contributions

One common drawback of all the existing methods is that
the theoretical certificates used to reject bad data are provided
on a scenario-by-scenario basis, where each scenario corre-
sponds to one specific set of measurements that are corrupted
by bad data. Since there are an exponential number of ways to
attack the grid data (namely, 2™ ways to decide on the zero-
nonzero pattern of b;’s in the case with m measurements), it
is impossible to make a meaningful general assessment of the
vulnerability of a grid based on a single scenario.

Another important missing factor is that the prior literature
aims to find the state of the system correctly under attacks,
while this is theoretically impossible when the data for a
sub-network of the system is strategically manipulated. In
this case, the state for that region becomes unobservable (not
recoverable) from the clean data for the rest of the system.



To elaborate, let v and © be the true and the estimated states,
respectively. Let R denote the subnetwork under a cyberattack,
and vg and v\ be the voltages for the attacked region and
the remainder of the system, respectively. The existing works
aim to find © such that the global metric ||v—®|| is minimized,
i.e., global recovery, which is not possible since |[vg — UR|
can be arbitrarily large; therefore, it is more realistic to focus
on ||v\gr — ¥\g|, i.e., local recovery.

This paper is the first work to develop a mathematical
framework for local recovery. On the application impact, our
method provides the first vulnerability map for the entire U.S.
grid, as shown in Fig. Based on the graphical mutual
incoherence condition to be discussed next, we can categorize
each edge as either robust or vulnerable. On this map, if the
connections between the region R and the rest of the grid are
all robust edges, then no matter how the measurements inside
the region are modified, the estimation error is only limited to
this region and cannot propagate out of the boundary formed
by the robust lines to affect the rest of the grid in terms of
||lv\r — ¥\ r||- If even one edge in the surrounding subnetwork
is vulnerable, then it is possible for the estimation error to
propagate to the rest of the grid. Importantly, this vulnerability
map is obtained without knowing the attack locations, and
therefore it provides a universal measure that applies to an
exponential number of possible attack scenarios.

The rest of the paper is organized as follows. A two-stage
algorithm for quadratic sensing is introduced in Sec. [l Sec.
discusses the graphical mutual incoherence conditions. The
boundary defense mechanism is introduced in Sec. Sec.
develops an important application in SE to map the geo-
graphic vulnerabilities and how the network and optimization
properties can influence vulnerability. Concluding remarks are
given in Sec. All the proofs are provided in the Appendix.

Notations: We use R and C as the sets of real and complex
numbers. The cardinality |7| of a set J is the number of
elements in a set. The support supp(x) of a vector x is the
set of indices of the nonzero entries of . For a set J C [m],
we use J¢ = [m]\ J to denote its complement. The symbols
()T and (-)* represent the transpose and conjugate transpose
operators. We use R(-), I(+) and Tr (+) to denote the real part,
imaginary part and trace of a scalar/matrix. The imaginary unit
is denoted as v/—1. The notations /x and || indicate the angle
and magnitude of a complex scalar. We use Apin(A) to denote
the smallest eigenvalue of A, and A > 0 to indicate that A is
a positive semidefinite matrix. We denote x as the subvector
with entries of x indexed by R, Ax as the submatrix with
R rows of A, and A s as the submatrix with R rows and
J columns of A. We use || - || to denote the matrix infinity
norm and || - || to denote the Frobenius norm.

II. TWO-STEP PIPELINE OF ROBUST QUADRATIC SENSING

This section describes a two-stage robust quadratic sensing
algorithm, where the first stage involves a conic optimization
and the second stage can be computed with a closed-form
equation. We will analyze this algorithm in Sec. which
will be shown to be more robust to bad data than the algorithm
in [17]. Since v, b and w are unknown, henceforth we use

these notations to show the corresponding variables and use
the notations vy, by and wy to denote their true values.

The proposed algorithms leverage the following facts: (i)
there is a physical graph associated with the measurements
that overlaps with the sparsity graph of the corresponding
mathematical problem; (ii) when there is a attack, its effect
will be propagated in the parameters of the learning problem
via the sparsity graph that coincides with the physical graph;
and (iii) by considering a boundary around the attacked region
in the physical graph, we can separate the mathematical model
of the learning problem outside of the attacked graph from
analyzing inside the region assuming that we have correctly
identified the parameters on the boundary.

A. Stage 1: Estimation in the lifted space

In the first stage, we estimate a set of variables in a lifted
space that are linked through the underlying state v. Specif-
ically, for a given computational graph G := {AN, L} based
on the measurements {M;}c,,.], We introduce two groups
of variables: (i) nodal variables, z}® := |vj|?, for each node
k € N, and (ii) edge variables, denoted as zf := R(vv;) and
zi = S(vyv;) for each edge ¢ € £ with the endpoints f and
t (note that in this case we do not create separate edge variables
corresponding to the (¢, f)-th entry). Let x(v) € X C R"=
be the collection of the lifted variables in a vector form (we
often omit the dependence on v and just write ), where X
is the corresponding lifted space. By the construction of the
lifted variables, the measurement model (IJ) can be written as:

y = Ax(vy) + wy + by, 2)

where A € R"*"» is the sensing matrix, vy € C™
and x; = x(vy) € X are the true voltage state and the
corresponding state in the lifted space, y € R™™ is the set
of measurements, w; € R™™ denotes random noise, and by, €
R™ is the bad data. Note that the i™ row of A, denoted by
a;, is constructed by taking the entries in M ; corresponding
to the lifted variables such that afx(v) = v*M v for all v.

First, we solve a convex optimization to minimize the Huber
loss subject to second-order cone constraints (SOCs):

N

glelllcl ; fHuber(yi - [A:B]Z7 )‘)7 &)

%r2 Ir] < A
AP =32 [r] > A

Huber loss parametrized by A, and the feasible set K is

where fruber(T; \) = is the standard

{a: ‘ Hy(z) =0, Yi:={i,j}e L} , @)

where

o T+ \ﬁ—lx;m} s
mg

Hy(x) = L;e P 2"
is a 2x2 matrix constructed for line ¢ := {4, j}. By standard

techniques in convex analysis, the SOC can be equivalently
written as:

Hy(x) =0 <= c¢/x>|Dpzl|,, (6)



where ¢, € R" is defined such that ¢/ x = %(miﬂg + %)
for all x € X (i.e., ¢y has coefficients % at locations corre-
sponding to 7 and z7®), and D, € R**"+ is defined such
that Doz = [%w?g v

Let the solution to be denoted by &. We can estimate
the bad data vector by

4T
xy " forall x € X.

Bi =sign(y; — a;&) max (0, |y; — afzx| — A),

which turns out to be optimal for a mixed ¢1, 5 optimization
that is equivalent to (3) (see Lemma [4] in the appendix).

Remark: Despite the wide usage of Huber loss in the
literature, existing studies are limited to unconstrained cases
and are ignorant of the computational graph [2], [16], [34]. We
will analyze the SOC constrained case and study its robustness
on a graph.

B. Stage 2: Projection to the lower-dimensional space

Based on the solution in Stage 1, the next stage reconstructs
the state by projecting a solution & of (3) back to the original
lower-dimensional space. To do so, we construct a vector ¥
such that: (i) the magnitude at each node & € A can be
obtained by |0y = 1/2}%; and (ii) select an acyclic subgraph
of G with the maximum number of edges and define the phase
difference along each edge ¢ := (i,j) of this subgraph as
éij = arctan :%i@m / 2. To estimate the phases at all nodes, we
compute the following least-square solution:

6= (L"L)"'L" 04, (7)

where 6 is the collection of éij and L € RM*™ s a sparse
matrix with L(¢,i) = 1 and L(¢,j) := —1 for each edge
¢ == {i,j} of the acyclic subgraph and zero elsewhere (7
denotes the number of edges of the subgraph). Finally, we
can reconstruct an estimate of the true state vy, denoted as v,
via the formula:

V=IO R e . (8)

'ﬁk = |’lA)k|6

If the regression vector from Step 1 is exact, i.e., & = xy, then
accurately recovers the system state, i.e., ¥ = vy. If the &
is not exact, as long as the effect of bad data is significantly
controlled, has favorable properties and allows controlling
the estimation error.

Remark: The proposed algorithm is applicable to the stan-
dard state estimation procedure performed in the control rooms
of the transmission grids. The algorithm uses the data of
power and voltage measurements that are available in the
supervisory control and data acquisition (SCADA) systems of
control rooms. The information it requires about the grid is
also standard and readily available, e.g., line parameters and
the topology of the grid. The key features of our algorithm that
justify its deployment in practice is the efficiency of finding
a solution to the nonconvex optimization problem and the
robustness guarantee against bad data and model mismatch,
as analyzed and validated in the subsequent sections.

ITI. GRAPHICAL MUTUAL INCOHERENCE

In this section, we discuss the proposed graphical mutual
incoherence condition. A node k is said to be under attack and
is denoted as k € Ny if any measurement that depends on
the nodal variable z;® or edge variables }° and ™ (with ¢
incident with k) is corrupted by bad data. For a given attack

scenario, we define a partition of the network below.

Definition 1. Given a measurement graph G = {N, L}, we
partition the graph as follows:

o Attacked region Bay = {Nat,Lat} is the subgraph
induced by attacked nodes N,

o Inner boundary By; is the subgraph induced by the
nodes adjacent to the attacked nodes, defined as Ny; =
{Z S N\Nat ‘ 3] S Nat7 s.t. {Z,j} € £}

e Outer boundary By, is the subgraph induced by the
set of nodes adjacent to the inner boundary nodes but
not including the attacked nodes, defined as Ny, =
{i e N\ (NMag UNpi) | 37 € Nui, st {i,5r e L}

e Boundary region Bynq = {Nba,Lvd} is the subgraph
induced by the nodes in Npq := Npi U Ny

o Safe region By = {Ni¢, Lyt } is the subgraph induced by
the remaining nodes, i.e., Nyt == N\ (Nay U Npa)

Moreover, we define Lanp; as the set of edges that connect
nodes in Ny to nodes in Ny, and Lyinno as the set of edges
that connect nodes in Ny; to nodes in Ny,.

Unaffected outer
boundary By,

o, Attacked inner

4 .~ Attacked inner
“ region By,

~-~/ boundary By;

=5, Affected region

. -, Attacked boundary
B =B, U By, §

- Bpg = Bpi U Byo

Unaffected region
Bsr = G\ (Bat U Bya)

Fig. 2: Illustration of the partition introduced in Def. |1} Lines
or buses whose measurements are under attack are marked red.

The partition set notations are illustrated in Fig. 2] Now, we
introduce a partition of the measurements and variables.

Definition 2. Given a partition of the graph according to
Def. |l} we partition the variables in x as follows:

o Attacked variables x.:, consisting of nodal variables for
Nag (ie., 2 for k € Ny) and edge variables for Ly U
Latnwi (ie, x)° and x™ for £ € Loy U Latabi)

e Boundary variables xvq, consisting of nodal variables
for Nyvaq and edge variables for Lyq



o Safe variables x, consisting of all other variables

Accordingly, we denote Tya:, Tyna and Tyse as the partition
of the true state vector xy; and Z.., Tnq and T as the
partition of the estimated state vector . We also denote n,y,
Nha and ngs as the number of variables in x4, Thq and X,
respectively. The measurements are partitioned as follows:

o Attacked measurements My, consisting of those that
depend on xzng for some k € Ny, and/or x)° and xiem
for some { € L

o Inner boundary measurements My, consisting of those
that depend on x}® for some k € Ny; and x}° and x}™
for some £ € Lainbi

e Outer boundary measurements My, consisting of those
that depend on x,'® for some k € Ny, and ©}° and xi™
for some { € Lyq

e Boundary measurements Mypq = Myp; UMy, including
both the inner and outer boundary measurements

e Safe measurements Mgs, consisting of the remaining
measurements

The above definition allows one to “rearrange” the matrix A
in the following form such that the attacked and safe regions
become “weakly coupled” through the boundary region:

AMsﬁXsf AMsfyde 0
0 Ang 0
A= bo>Xbd 9
0 AMbi,de AMbi,Xat ®
O O AMat7Xat

Remark: The above partition exploits the sparsity of the
computational graph to weakly isolate the attacked region and
the safe region. We will illustrate the direct benefit of such
partitioning below. However, the challenge is that the partition
is not known a priori, which motivates the graphical mutual
incoherence condition in Sec.

A. Preliminary results
We first introduce some regularity conditions.
Condition 1 (Measurement normalization). Letr a; be the i

row of A. Assume that all rows are normalized, ie., ||a;||2 =1
for all i € [ny).

This condition is straightforward to implement in practice,
since the sensing matrix A is fixed for a given set of measure-
ments. This is also known as preconditioning, which assists
with the statistical performance of regression.

Condition 2 (Lower eigenvalue). Let Q Mo, Xoa

[AMbd;de I;\r,lbi]. Then, the lower eigenvalue bound C\,iy,
is defined as

. T
min {)\min (QMbd,deQMmebd> ’
T
Amin (AMbO7deAMbo7de) )

T
Amin (AMSfVXSfAMSfaXSf) } > C’min-

(10)

The value Cyin characterizes the identifiability of @, outside
the attacked region for a given set of measurements. If Cyyy, is

strictly positive and one can accurately detect the support of
bad data, then this condition ensures the accurate estimation of
xy, outside the attacked region. To analyze the algorithm that
incorporates SOCs, we also need to introduce the following
condition.

Condition 3 (Non-binding SOCs at boundary). Define the sets
(11
Hy(@) =0, L€ LoULunni}s  (12)

Ko = {mbd \ Hy(z) =0, Ve .cbd} :
Kat = {fl?at

for boundary and attacked variables, respectively, and let

Kat(&ba) =

Hg(w) b 07v € »Cat U ‘Catﬁbiv

Lat

and x such that xpq = Tpq ¢,

be the confined feasible set for .. with the boundary variables
fixed at Tyq in the SOC constraints. We say that the solution
Zoy satisfies the non-binding condition if Tar € Kot (Tyna).

This condition simply requires that the values of the esti-
mated attack variable and the true boundary variable lie within
the set defined by SOCs. When there is an attack on a local
region, a subset of the local measurements are compromised.
Our goal is to recover the states outside the attacked region,
namely local recovery, rather than for the entire network,
namely global recovery. The following lemma provides a
preliminary result for solving the estimation problem in the
absence of dense noise.

Lemma 1 (SOCP). Suppose that there is no dense noise (i.e.,
w =0 in @), and that the lower eigenvalue condition is
satisfied. Assume that for an arbitrary by, , with its support
limited to the inner boundary, the solution Zynq € Xpq to the
program
min
Zha €ELpa

||szd - A/V(bd,?(bdmbd”h (13)
is unique and satisfies Tnqa = Tppa, Where 2z,
Ay g, 200 %hbd + bady,, and that the solution X, to

min [y, — A X Tatl1; (14)

Tat ELat

also satisfies the non-binding condition. Then, the solution &
to the conic program:

infly—A
gg,rcl\ly x|, (15)

satisfies Tpq = Tynbd and Tsp = Tyt

Intuitively, conditioning on the boundary variables x},q, the
attacked variables x,; and safe variables x4 are independent,
which can be regarded as decoupling the “weakly coupled”
system. Therefore, if the boundary variables are correct (by
assumption), then the safe variables can be recovered. The
proof of this lemma is based on carefully analyzing the
Karush-Kuhn-Tucker (KKT) conditions. Since the proof can
be derived based on the proof of Theorem [I]in Sec. which
is more general, we omitted the details.



The key assumption in the previous results is the unique-
ness and correctness of solving (13). However, verifying this
assumption requires enumerating over the support of bad data,
which can have an exponential number of possibilities. This
motivates the development of a new condition below.

B. Graphical mutual incoherence

We propose the notion of graphical mutual incoherence
(gMI) as a sufficient condition to certify the recovery of the
boundary variables in the presence of arbitrary bad data. To
this end, we introduce the following concepts.

Definition 3. Given an edge ¢ := {i,j} with node i in the
attacked region and node j in the inner boundary, define local
partitions as follows:
« Local attack region B, == {{i},0} has only one node
o Local inner boundary By = {{j},0} has only one
e Local outer boundary B, 7 = {N{.77, L} 77} is the sub-
graph induced by nodes other than i that are connected
1o j, ie, Npol = {k e N\ {i} | {j, k} € £}
e We also use [:LZ] fo represent the union of edges that
connect nodes in By, and those in B}’
Similarly, we introduce the local versions of the partitions of
variables and measurements:

o Local boundary variables Xé:j include

s ad o o yegizs
o Local boundary measurements My’ == My 2 UM, 7
include those that depend only on the boundary variables
Xuq”, denoted by M, 7, and those that depend on both
Xy and variables {x}®, x}™} for ¢ == {i,j}, denoted

1—]
by My VR L o
=] _ 1] =] _ 1] 1] _
We also let n';”7 = My 7|, n 7 = ML, and n,7 =

|££:j | be the number of correct measurements, the number
of wrong measurements, and the number of boundary lines,
respectively. The above terms can be similarly defined for the
direction j — 1. Thus, for each line, we have two sets of
boundary variables and measurements.

With the above notations, we can now define the graphical
mutual incoherence (gMI). To begin with, we introduce the
gMI for the estimation problem without the SOCs, which
coincides with the algorithm in [17].

Definition 4 (gMI for estimation without SOCs). For each line
¢ ={i,j} € L, define the graphical mutual incoherence o;_,;
along the direction © — j as the globally optimal objective
value of the following optimization problem:

max min o (16a)
56{—1,-&-1}”; ! aeR,hER"i/ ’
T T _
S.L. AMézj,Xé:jh‘}‘AMégi’Xédﬁjé— 0 (16b)
[hlls < a (16¢)

Similarly, we can define gMI o;_,; for the direction j — i.

Intuitively, gMI measures the correlation between the cor-
rect data and the corrupted data. The name “mutual incoher-
ence” originates from the compressed sensing literature [35]],

[36]. However, the gMI proposed in this study is different.
First, gMI is defined on a single line, and we build a theoretical
certificate from bottom up by leveraging the graph topology.
This alleviates the dependence on each instance of the bad
data support. Second, as we will introduce in Sec. gMI can
be applied to local recovery, while existing conditions in the
literature are all designed for global recovery. Also, gMI can
be solved efficiently (see Sec. , while other conditions
cannot be easily verified for large-scale systems. Moreover,
we show that gMI is much less conservative than the existing
conditions. Next, we extend the definition to the estimation
problem (3) proposed in this work.

Definition 5 (gMI for estimation with SOCs). For each edge
¢={i,j} € L and a given x € K, define the gMI a;s;g;;p (x)
along the direction 1 — j as the globally optimal value of the
following optimization problem:

max min L« (17a)
£e{—1,41}"% a€RwER"L ~ hER™
S.1. [hllo < a (17b)
we > 0, Ve Ly’ (17¢)
T T N
Ay xioih b AQs i€+ Z wiTex =0 (17d)
eLyy’?

where Ty = cic] —DZDg. The gMI ajsggp(m) Sfor direction
J — 1 can be defined similarly.

The closest condition that measures the alignment of the
sensing directions of the corrupted measurements (i.e., A7,
where J is the support of the bad data) with those of the
clean data (i.e., A 7<) has been proposed in [17]. For each
edge ¢ € L, the mutual incoherence metric defined in [17] is
given by:

Iy lATE L AT
p(Mbdx) H MLZ}7X£TJ M;di7X}id]||oo’
where A7, = (A}A j)ilA} denotes the pseudo-inverse. We
next show the relationship among these measures.

Proposition 1. For each edge ¢ € L, it holds that
PMiai) = aing > a5 (x)
for any x € K.

As we will see in Sec. [[V] boundary defense requires a
low value for gMI or mutual incoherence. The above result
implies that gMI is always less conservative than the mutual
incoherence proposed in [17]], and the incorporation of SOCs
can certifiably improve robustness.

C. Graphical mutual incoherence on a simple graph

In this section, we provide an illustration of the proposed
gMI condition on a simple line graph, as shown in Fig. 3] The
application to real-world graphs with many nodes and cyclic
structures can be found in Sec. For practical relevance, we
also set up the parameters and measurements in the experiment
to be consistent with a typical power system model; therefore,
the line graph can be regarded as a small-scale power grid
with four buses connected sequentially.
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Fig. 3: We assume the true underlying states are 1e407,
1‘164100, 0.964200, and 1.1564300, for nodes 1 to 4, respec-
tively. We will study the scenarios where either node 1 or node
4 is under attack (shaded red), and investigate whether we can
certify the boundary defense robustness for state estimation.

In this example, the states we aim to recover are the complex
voltages v; € C at nodes j € {1,2,3,4}. Let £, ¢, and /3
denote the lines (1,2), (2,3), and (3,4), respectively. The
set of available measurements includes (i) squared voltage

magnitude at each node, namely |v;|* for j € {1,2,3,4};

Giy power flows p§i, o0, pi, g2, P, and o) for

each ¢ € {¢1,0s,03}, where

' .
P;t) = gex'}® — gewy — ey

' .
g4 = —(by + 362 TE + bealf — geai®
Pif) = gewy® — gy + b

qt(;) =—(bs + %b}h)x?g + bexs + gl

and (iii) real and reactive power injections at node 3, i.e.,
p3 = pg;) + pgf), qz = qgéz) + qéff). We set the parameters
to be close to reality: g, = 5 (line conductance is 5 p.u.),
by = —20 (line susceptance is -20 p.u.), and bzh = 0.5
(shunt susceptance is 0.5 p.u.) for all three lines. Note that
the number of measurements in this experiment is 12, which is
reasonable compared to the degree of freedom in the quadratic
system of equations, which is 7 (4 voltage magnitudes and 3
voltage phases after selecting one of the nodes to be the phase
reference).

First, consider the scenario that node 1 is under attack
(i.e., the measurements 2, pbi and ¢5} are maliciously
manipulated). In this case, nodes 1, 2, 3 and 4 correspond
to the single-node local attack region, local inner boundary,
local outer boundary, and local safe region, respectively. It is
desirable to find the gMI from node 1 to node 2, i.e., a1 _o2.
According to Def. [3] one can partition the relevant variables
into the local attacked variables (7%, x¢, and "), the local
boundary variables Xé?j = {a®, 258, aje, ) } and the lo-
cal safe variable 2. Similarly, one can partition the measure-
ments into the local attacked measurements (|v; |2) and the lo-
cal boundary measurements (1nc1ud1ng the set of compromised
measurements Mi 27 = {p{{), ¢${*)1 and the remaining mea-

Y4 l Iz
surements My 77 = {|va/?, |v3\2,p§,;>,q§22),p§,;>,q3 *1). By

solving the optimization problems (I6) and (T7), we find that
the gMIs with or without SOCs are both equal to 0.9229,
which is less than 1. So it satisfies the gMI condition for
robustness (see Condition . Similarly, it can be verified that
the gMIs from node 4 to node 3 with or without SOCs are
both equal to 1.8458, which indicates that the gMI condition
is not satisfied, and we cannot certify the robustness if node
4 is under attack.

Due to the above elementary calculations, we know that

no matter how the measurements |v;|?, p21 ). and q(el)
manipulated, by using our proposed algorithm in Sec. [[I, we
can always correctly recover the states vo, vs and v3 at nodes
2, 3 and 4, respectively. In contrast, this is not true if |v4|?,
p:(,ff), and qé ) are manipulated.

If this is a small-scale grid owned by a utility company,
one natural natural planning question is how to improve
the robustness of the system through the upgrade of the
infrastructure. In this example, we can show that the removal
of the power injection measurements at node 3, i.e., p3 and
q3, will change the gMI ay_,3 to 0.9229, which will make the
state estimation algorithm robust to any attacks on node 4. In
general, we can optimize the gMI metric to decide a robust
sensor placement strategy for grid hardening.

D. Computational aspect

The minimax programs (I6) and used to define gMIs
consist of a convex optimization in the inner minimization
and a discrete optimization in the outer maximization. For
problems where the number of measurements in M%D:i is
not large, it is computationally tractable to enumerate all the
feasible points in the outer maximization. This is the case
in our experiments for the power system state estimation.
Based on standard convex analysis, we have developed a
more scalable method for the case with a large n’ 7 by
reformulating the problem as a linear complimentarity problem
(LCP) [37], which can be solved readily using off-the-shelf
solvers such as PATH Solver [38] or YALMIP. Alternatively,
we can reformulate the complimentarity slackness conditions
as a mixed-integer program, and solve the problem using
standard packages such as Gurobi.

IV. BOUNDARY DEFENSE MECHANISM

In this section, we first establish that global defense is
certified if the gMI conditions are satisfied for all the lines
on the boundary. Then, we derive theoretical guarantees for
bad data detection and estimation error. Although we focus on
the estimation problem (3)), the technical proof can be easily
adapted to the case without the SOCs, which corresponds to
the unconstrained program of (3).

Define
AMsf-,Xsf AMszde
A° = 0 AMbonbd
0 AMbi;de

as a subset of A that removes the rows and columns cor-
responding to M,; and x4, respectively. Similarly, define
cj and Dj as the subvector and submatrix of ¢, and D,
that remove the entries or rows corresponding to ., respec-
tively. We also define Q%,, = [A° I lebi] and Qf\fll
(QMb‘Qﬁ\Abi)’lQﬂbi as its pseudo-inverse, and let I, and I,
be the matrices that consist of the first npq + ngss rows and the
last | M| rows of the identity matrix of size nyq+nse+| Mol
respectively.

Condition 4 (gMI condition). The gMI condition is satisfied
if 39CP <1 —~ for all {i,j} € Latrni with i € Ny and

l*}]
j € Nyi, for some positive constant .



Given an attack scenario A, the gMI condition can be
verified by checking every line in the boundary. Since the gMI
considers the worst-case guarantee and is independent of the
attack scenario, a single map of gMI can be used to verify an
exponential number of attack scenarios. If the condition is not
satisfied, one can artificially increase the set A,y by adding the
nodes of violated gMI into the attack set until the condition
is met. We will provide a vulnerability map of the U.S. grid
in Sec. [V|based on this concept. The main result of this paper
is provided below.

Theorem 1. Assume that the gMI condition is satisfied with a
constant vy > 0, and that the lower eigenvalue condition and
the non-binding SOCs condition are satisfied. Suppose that the
hyperparameter \ in Huber loss is chosen such that

2
A > ——+/202log np,.
Y

N,

(18)

Then, the following properties hold for the solution to (3)),
denoted as (&, b):

(1) The solution (, l;) has no false bad data inclusion (i.e.,

supp(B) C supp(by)) with probability greater than 1 —

=0 for some constant cy > 0.
(2) Define g(\) as
N A —~ )
<2 mm >
and let bpy,, = Ay, ., (Tgat — Tat) be the mismatch
at the boundary caused by a potentially false estimate
of Zat. Then, all bad data with magnitude greater than
g(\) will be detected (i.e., if |b;] > g(X), then |b;| > 0)
with probability greater than 1 — 2.
(3) (Bounded error) The estimator error is bounded by

+ ”IbQMb‘

”mh/\’stde - Z%Xstde ||2
Xt | + | Xoa| + | M
St\/| s \de| (Mui| A L@ [l
min

with probability greater than 1 — exp ( at )

The proof of the theorem is shown in Appendix [C Inspired
by Sec. [I[1I-A] a key step in establishing the result is to ensure
that local defense is sufficient to guard against attacks when
solving the problem globally. In appendix [B| we prove that as
long as the gMI condition is met, we have a desirable property
in terms of defending against bad data on the boundary.
While the theorem only focuses on @ the result for the
unconstrained optimization can be derived similarly. The main
advantage of (3) over the case without SOCs is that the gMI
condition is more likely to be satisfied due to Prop.

Theorem [I] provides formal guarantees of bad data detection.
From the measurements, we first estimate the variables in the
lifted space using first-stage algorithm (3). Then, we threshold
the estimated bad data vector to determine its support. By
result (1) above, for large n,,, with high probability the
support will be confined within the attacked region; by (2),
corrupted measurements with large enough magnitudes will be
detected. Thus, our approach can be used to detect the attacked
region and guarantee the lifted variables in the boundary and

safe region can be recovered accurately by result (3). Finally,
the recovered lifted variables are fed into the second-stage
algorithm (7) and (8) to produce a state estimation.

V. EXPERIMENTS
A. Power system state estimation

Power system state estimation is an important instance
of graph-structured quadratic sensing. The electric grid is
modeled as a graph G = {N, L}, where N' := [n] and
L := [ny] represent its sets of buses (i.e., nodes) and branches
(i.e., edges). The power system state is described by the
complex voltage v = [Ul,...,vnb]T € C™, where v;, € C
is the complex voltage at bus k& € N with magnitude |vy| and
phase 6, = Zvi. By Ohm’s law, the measurements obtained
by the supervisory control and data acquisition (SCADA)
system, including voltage magnitude squares, real and reactive
power injection at each bus, and real and reactive power flow
along each branch can be represented in the form of quadratic
measurements (IJ), as shown in Sec. The Hermitian ma-
trix M ; follows the graph-induced sparsity pattern; therefore,
the physical graph coincides with the computational graph.
The goal of SE is to reliably infer about the underlying state
v given noisy and corrupted measurements y;.

Here, we focus on the U.S. grid, which is the largest
machine on earth with more than 200,000 miles of trans-
mission lines. Due to confidentiality requirements, we report
our findings on modified grids provided in [39]], which match
statistical characteristics found in actual power grids, including
connectivity, Delaunay triangulation overlap, DC power flow
analysis, and line intersection rate. More details can be found
in [39].

B. Adversary model

For the adversary model, we assume that the bad data b,
can take arbitrary values. In practice, this includes a wide
range of attack possibilities, such as bad data injection at
substations and over communication links, or more distributed
attacks by manipulating endpoint devices such as smart meters
and smart appliances, or even a more powerful attack that
takes over the control center [40]. Among all the possibilities,
some of the attacks can be more severe (e.g., taking over
control centers) than others (e.g., attacking smart appliances).
As a consequence, the attack may range in severity due to
the ability of the attacker. Our assumption is much weaker
than the existing false data injection works (e.g., [6]]), which
assumes that the bad data is “sparse” and that the network
is still observable. In contrast, we can allow an adversary
that injects dense bad data into the system,to the extent of
even causing an entire region of network to lose observability,
which is more realistic in the face of a strong adversary.

C. Boundary defense against zonal attack

Here, we are concerned with the scenario where the data
for an entire subregion are compromised. We assume that the
attacker has access to the model and can manipulate every
measurement within the region under attack in an arbitrary



Fig. 4: Evaluation of the boundary defense mechanism. (A)
The grid is under “zonal attack,” where the measurements
within a zone are corrupted (shown in red). SE based on
(B) Newton’s method for nonlinear least squares, and (C) the
proposed method with SOCs, where in both cases, buses with
an estimation error greater than 0.002 are marked in red.

way. Specifically, we consider the “zonal attack™ (Fig. M),
where all measurements within a zone—usually governed by
a single utility—are corrupted.

In this example, we consider the ERCOT network with
2,000 nodes, where a subgraph around Houston with about 19
nodes are under attack. The ground truth for the true unknown
state of the system is provided by the dataset [39]. As shown in
subplot (B), Newton’s method is seriously affected by the bad
data and it generates a large-scale mismatch. In comparison,
as shown in subplot (A), our proposed method can recover
the state outside the attacked zone correctly, and all the state
estimation errors are contained within the zonal boundary.

In the case of a stealth attack, there is a problem of symme-
try, namely, without additional information, it is impossible to
decide which zone is under attack since the only inconsistency
is observed at the boundary. To avoid this case, we arbitrarily
break the symmetry by introducing some sensors within the
attacked zone that are more secure than others in such a way
that their values cannot be modified.

D. Geographic mapping of vulnerabilities

Based on the mathematical tools developed in the study, we
assess the robustness of the synthetic U.S. grid.

Definition 6. A line {i,j} € L is said to be a robust line
if aj; < 1 and aj; < 1; otherwise, it is said to be a
vulnerable line (V-line).

Fig. 5: Vulnerability maps based on the proposed gMI (A)
without SOCs (T6) and (B) with SOCs (17), which marked
robust lines (in green) and vulnerable lines (in red).

Fig. 6: Comparison of bus critical index with and without
SOCs. Since the bus critical indices are no larger than 3, we
only show the locations with values 2 (yellow) and 3 (red) for
gMIs (A) without SOCs and (B) with SOCs.

First, we visualize the geographic distribution of robust and
vulnerable lines for the Eastern U.S. grid in Fig. [5] Due to the
dependence on the underlying state, subplot (B) is generated
for a snapshot of the operating status given by the dataset,
which serves as an illustration of how much improvement in
robustness is achieved by incorporating SOCs into the state
estimation algorithm. The plot shows a geographic distribution
of robust and vulnerable lines for the Eastern U.S. grid.

It can be seen that the density of vulnerable lines is
relatively high for populated areas, such as Boston and New
York, where we also observe a high density of robust lines. On
average, 59% lines are robust across the states, which are then
split further into independent synchronous regions, as shown
in Table[l] In addition, the map validates Proposition [I] that the
incorporation of SOCs can help rectify SE and better detect
bad data.

The vulnerability map can be used in various ways. For
instance, it can be used to investigate whether topological
errors for a line or a substation can be contained locally,
corresponding to the case in which there is a model mismatch
for a transmission line or substation that causes the associated
measurements to be largely biased. While this is a challeng-
ing problem, it could be addressed systematically using the
vulnerability map.

Definition 7 (Critical bus and critical line). For a node i € N,
if there exists a neighboring node j such that o;_,; > 1, then
the node i is called a critical bus (C-bus). A branch {i,j} € L
is a critical branch (C-line) if there exists a node k adjacent
to either i or j such that o, > 1 or oj > 1 (or both
conditions are satisfied).

Specifically, if the erroneous line/substation is surrounded
by robust lines, then it is guaranteed by Theorem [] that
the error will be contained locally via the boundary defense
mechanism. Otherwise, there is a possibility that the error will
“escape” outside the boundary to affect the outside region. In
particular, for topological errors such as line mis-specification,
it can be regarded as a pair of gross injection errors at the two
ends of the line; hence, we can identify it as long as the line
is not a C-line. Summary statistics are shown in Table



TABLE I: Summary statistics of network properties and vulnerability characteristics. We show the percentage of V-lines
and C-lines among all network lines, and the percentage of C-buses among all network buses for QP and SOCP. We also show
the average bus critical index, which measures the influence of a single-bus attack on the rest of the network.

Basic properties

Properties of gMI

Properties of gMI

Buses Lines  V-lines C-lines C-bus Bus CI V-lines C-lines C-bus Bus CI
Texas 2,000 3,206 .3762 4251 4775 .20 2979 3674 4225 .06
Western 10,000 12,706 4715 5231 5313 15 .3979 4636 4860 .06
Eastern 70,000 88,207 .4932 5415 5327 .14 4104 4780 4810 .05
E. Criticality index for substations under cyberattack A B .. o ot
Furthermore, we can extend the case study by defining a . 5 /’“w o ehod
e e . £ sor0- £ os-
criticality index (CI) for each substation. = = /M
Definition 8 (Criticality index). Given a node i1, an arbitrary : § i 5 s § i 5
Redundancy Redundancy

node i, is path-connected to i if there is a path 11,49, ..., 05,
such that o, ., > 1 for k =1,...,n — 1. The criticality
index at node i is defined as the number of nodes that are
path-connected to 1.

The CI gauges how many nodes near a substation will be
affected if the substation is under attack. The higher the value
is, the more crucial the situation is when the substation is
compromised. This situation is analogous to the cascading
failures of generators, but the difference is clear—our focus
is on the algorithmic robustness rather than the physical
dynamics. We visualize the distribution of the CIs on the map
shown in Fig. [f] It can be observed that (i) the highest number
is 3; and (ii) the incorporation of SOCs improve ClIs.

F. Network and optimization properties

So far, our study has been conducted with respect to a
specific measurement profile. Important questions are: How
do the number and locations of measurement sensors affect
line vulnerability? In particular, does decreasing the number of
sensors make the network significantly more vulnerable? What
type of sensor measurements can bolster boundary defenses?

For this purpose, we examine three methods used for
“measurement selection.” The first method (Method 1) starts
from a spanning tree of the network and adds a set of lines
to the tree incrementally to obtain a subgraph that will be
used for taking measurements. In this method, each bus is
equipped with only voltage magnitude measurements and each
line has three out of four branch flow measurements. The
second method (Method 2) starts with the full network, where
each node has voltage magnitude measurements, and each line
has one real and one reactive power measurement, and it grows
the set of sensors by randomly adding branch measurements.
The third method (Method 3) differs from Method 2 only in
that it grows the set of sensors by randomly adding branch
measurements as well as nodal power injections.

To evaluate these three methods, we devise a “scattered
attack” strategy, where we randomly select 25 lines from the
2000-bus Texas interconnection and corrupt all of its branch
measurements, which amounts to roughly 100 bad pieces of
data. For each simulation, we randomly generate dense noise
w for all the measurements, and bad data b for the selected

Fig. 7: Comparison of different measurement profiles and
redundancy. The redundancy value is calculated as the number
of sensors divided by 2 X n,(number of buses) — 1, which
represents the degrees of freedom in the traditional power flow
problem. Each point for the (A) RMSE and (B) F1 score is
obtained by averaging over 100 independent simulations. The
average value is shown by the solid line, and the 5% and 95%
quantiles are shown by the shaded region.

subset. The dense noise for each measurement is a zero-mean
Gaussian random variable, with standard deviation of 1x 10~°
(per unit) for voltage magnitude measurements and 5 x 1073
(per unit) for all the other measurements. The difference in
standard deviation is due to the fact that voltage magnitude
sensors have higher standards of accuracy compared to power
meters. The values for the sparse noise can be arbitrarily large,
and we assume that these parameters are uniformly chosen
from the set [—4.25, —3.75] U [3.75,4.25] (per unit).

We then employ our proposed SE method. The observation
is that, in general, both the root mean squared error (RMSE)
and the F1 score for bad data detection are enhanced as more
sensors are added to the network, as shown in Fig. [/| The F1
score is given by %m, where precision is the rate
of true positives (i.e., correctly identified bad data) among all
data that are claimed to be bad, whereas recall is given by
the percentage of true positives identified as bad data among
all ground truth bad data. Specifically, an F1 score close to
1 indicates that the algorithm detects all corrupted data (high
recall rate) and does not falsely blame the correct data (high
precision rate).

There is also a major discrepancy among the above methods
for the same level of measurement redundancy. For instance,
Method 1 significantly outperforms the other two methods at
a low redundancy rate, whereas Method 2 steadily outmatches
Method 3 with more sensors. To explain this phenomenon, we
need to examine the types of available measurements. Thus,
we select five typical measurement profiles as snapshots of
Fig. |7] and calculate the percentage of V-lines and C-lines,
and the average CI in each case (Fig. [§). It turns out that the
inclusion of voltage magnitude or branch flow measurements
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Fig. 8: Characterization of vulnerability based on measurement
profiles. The five measurement profiles are: full nodal mea-
surements and two/three/four branch flows per line (I/II/IV);
real and reactive power injections per bus and three branch
flows per line (I); and voltage magnitude per bus and three
branch flows per line (V). For SEs with (green bar) and without
(red bar) SOCs, we show the percentage of (A) V-lines, (B)
C-lines, and (C) C-buses within the Texas interconnection.

can enhance the robustness, whereas the addition of nodal
power injections is a major factor in weakening the defense.
For example, with only voltage magnitude and branch flow
measurements, the network is almost “everywhere defend-
able’,” namely, the locations of scattered attack can be detected
accurately with high probability.

On the contrary, with the inclusion of nodal injections, even
with a high rate of branch flow measurements, the network is
still vulnerable. Intuitively, this situation occurs because nodal
power injections are highly coupled measurements that depend
on state variables for all lines connected to the node. When
one or a few of the branches are under attack, this scenario
can lead to miscalculations for all incident lines. In contrast,
voltage magnitudes and branch flows are more localized in
nature, and, when corrupted, they have a smaller effect on
adjacent buses/lines.

Furthermore, we can verify this effect by examining the
CI for substations across the grid, as shown in Fig. 0] By
comparing subplots (B, G) with subplots (C, H), it can be
observed that the inclusion of nodal power injections is likely
to increase the percentage of vulnerable lines. By including
more branch flow measurements as shown in subplots (A, C,
D) and (F, H, 1), or more voltage magnitude measurements
as shown in subplots (B, C, E) or (G, H, J), the network is
more likely to have a high percentage of robust lines for local
boundary defense.

In addition to the measurement set, network vulnerability
also depends on topological properties. In particular, our
findings show that the connectivity degree for each node is
positively correlated with line vulnerability (Fig. A)). A
boundary defense node is increasingly likely to defend against
attacks as the degree increases. However, this trend is less
obvious when the node is under attack, since high-degree
nodes have more measurements from the region not under
attack to leverage in order to rectify the corrupted lines. On
the other hand, it is more likely that a line will be critical if it
is connected to a high-degree bus, as shown in Fig.[T0{B). This

11

Bus critical
index

II >=10

Fig. 9: Critical index maps for different measurement profiles
and optimization techniques. (A-E) and (F-J) are series of
maps without and with the SOCs, respectively. (A, F), (C, H)
and (D, I) correspond to PV (real power injection and voltage
magnitude squared) or PQ (real and reactive power injection)
nodal measurements together with 2, 3, and 4 branch power
flows, respectively. (B, G) and (E, J) correspond to only PQ
or only voltage magnitude nodal measurements with 3 branch
power flows, respectively. Color indicates low (yellowish) to
high (reddish) critical index. If the critical index is 0 (marked
with grey color), then attacking the substation measurements
does not affect any of its neighbors.

criticality can be explained via the definition of a critical line,
and as long as at least one of the remaining lines incident to
that bus is vulnerable, the error will propagate out through that
vulnerable line. Similarly, a high-degree node is more likely
to be a critical bus.

As for the optimization property, Proposition[T]indicates that
the incorporation of SOCs always improves line robustness,
which can be verified visually in Fig. [5] and observed in Fig.
[] for different measurement profiles.
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Fig. 10: Characterization of vulnerability through nodal de-
grees. (A) Percentage of V-lines when the nodes are at the
boundary or in the attacked region. In this case, we distinguish
the two directions of a line. Percentage of (B) C-lines and (C)
C-buses averaged over nodes with the same degree. Since the
distribution of nodal degrees is light-tailed, we group nodes
of degree eight or higher in the same bin.

G. Discussions

The vulnerability map produced by our framework reveals
the robustness property of our proposed algorithm, and there
is no ground truth provided in the dataset [39] since gMI is
a completely new metric in the literature. Our mathematical
proof shows the correctness of the robustness of the identified
line. Nevertheless, we have shown in Proposition that
our robustness condition is less restrictive than the mutual
incoherence condition proposed in [[17]]. For future works, we
expect that our result can be used as a baseline for comparison.

In general, even though we have focused on power networks
as the primary example, the proposed framework for vulner-
ability analysis can be broadly applied to systems that can
be modeled as a sparse graph with polynomial measurements.
One family of such systems is flow networks [41]] that can be
widely seen in industrial control systems. Future work would
be needed to study the generalization to other flow networks,
such as traffic networks [42], water networks [43]], [44], and
natural gas networks [45].

VI. CONCLUSION

Our vulnerability analysis of graph-structured quadratic
sensing is distinguished from previous works by its scalability
but also by the strong formal guarantees of a boundary defense
against cyberattacks and a localized vulnerability assessment
that accounts for network and optimization properties. This
study provides a set of notions and tools—the development of
graphical mutual incoherence, the boundary defense mecha-
nism, and the analysis of topological and optimization relations
to vulnerability—that are applicable to a wide range of graph-
structured data. Furthermore, our result offers a scientific
foundation for vulnerability-based resource allocation, which,
in the case of a power grid, would be based on prioritizing
the upgrade of sensing infrastructure for critical locations.
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APPENDIX

A. Proof of Proposition []]

For the first inequality, notice that the inner minimization
of (T6) can be written as

min  hlle
i—j
a€R,heR™ v
T T
st Anizraig T A a6 =0

Since  for any & the vector  h(§) =
—ATE Al ., € is a feasible point, and
Miz2 i A it P

max [[A(€)l|le = p(Mig?),
ge{—1,+1}"x

we have proved the first inequality.

For the second inequality, for any given &, let h be the
optimal solution of the inner minimization of (I6) with the
property that ||Aflc < ai;. Then, the tuple (a$9SP
aj,w = 0,h = ﬁ) is a feasible solution for the inner
minimization of (I7). Therefore, for any given &, the optimal
solution of (T6) is always included in the feasible set of the

inner optimization of (I7), and we have Q5" (z) < ;.

B. Statement of Lemma

Lemma 2. [f the gMI condition s satisfied, then
for any hag,, € [=1,1)Meil) there exist haq,om,,

and {00, Webeer onuLnauLy  With the  properties  that
”thfUMbo”OO <1—~and
Ai\;lrstMboi:LMSfUMbU + Aj\:trbiﬁMbi—i_
Z S + DTy =0, (20)

LeLatnbiULbaULst

First, we provide the following result, which simplifies the
proof of Lemma [2]

Lemma 3. The gMI of9S" () coincides with the optimal

objective value of the following minimax program:

max min S a (21a)
ée[—l,-ﬁ-l]"lxﬁj GER,VER™E " heR™

T 7 T P

s At A gt
+ Y wec+D/ug=0 Qlb)

ey’

ve > ||wellz, Yee £l (2l
vee{x+u/Dx =0,  VieLli?  (21d)
Rl < @ Qle)

Proof of Lemma [3] The equivalence between optimizing over
[71,+1]";ﬂ and {fl,Jrl}”ljJ is due to the convexity of
the feasibility region given « € K and é Since x satisfies the
primal feasibility, which can be expressed as in (6)), a standard
result (c.f., [46, Lemma 15]) in analogy to linear programming
indicates that (21d) is equivalent to:
veDyx + C;.’I}’U,g =0, Yl e Ef;j,

which indicates that v, = wchm and uy = —w,Dyx for
we>0and /€ Ef)zj . It can be verified that this also satisfies
the SOCs 21¢). By the definition of Ty = ¢,c, — D;De,
the equivalence to (I7) is established.

O

Proof of Lemma 4. First, we show that a sufﬁcier¥ condition
1 [ﬁLSf ﬁLbo] such that
[l umy, lloo <1 — and @20) are satisfied is that for any

for the existence of A, ,um,, =



hMb there exists an hq,, and {0y, % }ecr,, ., Such that
1Ay, loo < 1=~ and

- N
AMbo ,Xbd hMbo + AMbi ,Xbd hMbi

=
+ E I/(Cg—i-Dé uy = 0.
L€ Latnbi

(22)

This is immediate by simply choosing h MoypUMp, =
[OT flLbo]T and {19/ = 0,uy = 0}£€£bduﬁsf. In what
follows, we prove (22) by induction.

The induction rule is as follows: we start by arbitrarily
choosing one line {i,j} € Lainp; to initialize Eambl, where
i € Na and j € Ny, and initialize the measurement set

/\/ll(;o) = M{;f Mg) = M{)Zi and the variable set Xéé) =
Xl_” For each step k, we add a new line {f,t} € L
to E(t%bl and the associated measurements and variables to
Mé’f Mb,f) and Xéd), respectively. We also construct c(k)
and D( ) with entries and columns corresponding to X, 1(] *)

for all £ € ﬁgmbl, respectlvely In e:ch step, we check
whether there exist hM(k) and {VZ U, )}eec(’” such that

o lloe < 1= and

AM<k) X(mhMm + AM<k> X(k)hM(H

bo ? bd

Y P

(k)
2L b

D DPTaM —0. (23

The base case for k£ = 1 follows directly from the condition
that of9F" < 1—~. Forany k > 1, let {f, 1} € Lagnp; denote
the line to be added and consider two possible cases:
1) the new line does not share any nodes with the lines that
have been already added; or
2) the new line shares the attacked node f with one (or
more) of the lines already added

For each case, there are also three events that may occur:

a) one or more of the nodes in Ng : " are connected to one
or more of the nodes in the inner boundaries of lines that
have already been added

b) one or more of the nodes in the outer boundary of the
lines that have already been added are connected to ¢

¢) none of the above

To prove the claim, we need to consider all the combinations
between the two cases and the three events. Fortunately, they
can be reduced to two typical scenarios, where the proofs can
be directly applied. We consider these scenarios now.

The first typical scenario applies to combinations 1c and 2c,
where M) — ijj;‘”u/vtgj;, MB = pE=D G mf 78
(k) _ (k 1) f—t (k f=t _ (k—1)

Xpd = Xpa U /Ebdl ’ Mbo N Mgy = 0, My;
M{:d_;t = (), and Xéd_ )ﬂé_\lfg:t = (). Therefore, for any given
ﬁMfﬁ) = [thfl) fST} with [|€]|sc < 1, we can always
P T
= [Paag
. = (k) (K .
%Ul)sfy (22), where h and {Vé ),u((g )}feﬁffﬁ)ﬁbi are given by

The second scenario applies to the remaining combinations.
Let Ny, be the set of nodes in the outer boundary shared

~ T
RT| and (57, 4}, o0 that

by the new line in Bf " and those of the lines that have
been added. Then, we have MP) — m*=D g mit

ME = mED UMy X(k) = Xéﬁ YU/t where
M(k YN Ml{:f is the set of measurements that only
depend on nodal variables of N, /\/ll(f*l) N M-{::Xt = (),

and Xéﬁ_l) N X}{:t is the set ~0f nodal variables of
Npo. For any given h and &, we can always find

h M®)
is given by (T6). Let h M be further divided into the

parts corresponding to the Voltage magnitude measurements
(if available) of nodes in Nbo (i.e. Th ) and the

- M 5
and h, where hM@) is given by (23) and hM“)

k -
M) Noo

rest (i.e. [fL M(k)i|/\7 ); similarly, let h be further divided
bo c

bo

into {fz} _and the rest [ﬁ] _

bo lfo

s )L st (i #1881
[M(M}Nc deg(Nbo) ({ M(M}Nbo—‘r[ L\Tbo) |:i|'/\7l§0

where deg(./\fbo) is the connectivity degree for each node in
Npo, and o indicates the Hadamard (element-wise) product,

. Then, by setting h M

(k+1) =
bo

. T

. . T T
we can satisfy (23) for any given hM(k+1) = {hMm 3 } .
Moreover, by construction, we have ||k M(Ic+1)HOO <1-7
for all k. This completes the induction proof

C. Proof of Theorem

The following lemma indicates a connection between Hu-
ber’s loss and a mixed /1, ¢5 loss.

Lemma 4. Let &, be the solution to and let (&2, 62) be
the solution to the following problem:

s o |y — Az = Bll3 + Al (24a)
5.1, c, x> |Dzl,, Vee L. (24b)

Then, we have &, = &2, and the i-th component of 52 is
given by:

[b2]; = sign(y; — aji‘z) maX( ) | Yi — aiTii‘zl - /\) )

where sign(y) denotes the sign of y.

Proof. Given a feasible x, the inner optimization can be
decomposed into a series of smaller optimization problems

Hiiin ﬁ(yz —a T —b;)? + \bil, (25)
for ¢ € [n,,], which has a closed-form solution
by = sign(y; — a;r:c) max (0, |yZ — a;-ra:‘ — )\) , (26)

Now, we substitute (26) into the outer minimization to see the
equivalence to minimization of a Huber’s loss. Furthermore,
for the solution &5, the optimal b of (24) is given by (26). [

Due to the above connection, hereafter we will analyze
the equivalent problem ([24). For an arbitrary set of attacked
measurements M, the corresponding boundary Mg =
Mypi UMy, and safe measurements Mg, we design a primal-
dual witness (PDW) process as follows:



1) Set BMSf:Oand BMbozo;
2) Determine & = [ﬁzjf 2y :%IE]T and b =

[OT 0" BLM lA)/T\,laJ ! by solving the following program:

2

1 yMSf Lsf 0
min — |[YMee | —a Thq |— 0
by DM, T 2N, Y m,, Lo by,
y./\/(at bMat 2
+A H {2Mbi} . (27a)
Mat 1
s.t. ¢, x> |Dozl,, Vle L, (27b)

and ha,, € 8|lbay,, |l1 and hoag,, € 9|lbag,, |1 satisfying the
optimality conditions

1 ~ ~ ~
- T(yMat _AMataXatwat_bMat)—’_AhMat = 0? (283)
m
1 . .
- (y./\/lbi - AMbi’dewbd - AMbiaXat Lat
N

- BMM) + Mpg, = 0. (28b)

3) Solve (haq,, ha,,) via the zero-subgradient equation:

1 - .
——(y—A:ﬁ—b)—k)\h:Q (29)
Nm
where & = [:igsfr xh :i:gm]T and b =
[OT o' BLM I;LHJ are the solutions obtained
. - - . . . T
in @7), and h = [thf hLbO hLbi hy..] where

(R, b, ) are given in (28). We check whether strict
feasibility conditions ||, |lco < 1 and ||, ||co < 1 hold.
The next lemma relates the PDW procedure to the solution

properties of ([24).

Lemma 5. If the PDW procedure succeeds, then (I, l;) that is
optimal for is also optimal for @R4). Furthermore, for any

optimal solution (Z,b), it holds that supp(b) C Myp; U M.

Proof. Tt can be checked that if PDW succeeds, then the
optimality conditions of corresponding to (&,b) are
satisfied, which certify the optimality.

The subgradient h satisfies [P, [loo < 1o [|Paty, [loo < 1
and <ﬁ, I;> = ||b]|1. Now, let (Z, b) be any other optimal, and
let F(z,b) = 5,—|ly — Az — b|3; then,

2Mm

F(@,b) + A (h,b) = F(@,b) + Alb]1,

and hence,
F(&,b) + <ﬁ, b 13> — F(%,b) + A (||13||1 - <ﬁ, b>) .

By the stationarity condition of KKT, we have Ao =
—VuF(z,b) = ni(y — Az — b), which implies that

F(a,b) — <va(§;, b), b — 13> — F(&,b)
=2 (1Bl = () <0

due to convexity. We thus have ||b||; < <iz,13> Since by

Holder’s inequality, we also have <fz,5> < ||A|so||B]|1, and
|A]lse < 1, it holds that ||b]|; = <ﬁ, E>. Since by the success

of PDW, [Arr,]loo < 1, [|Rat,.]leo < 1, we have b; = 0 for
j S Msf U Mbo- O

In the following, we denote x° as the subvector of x that
removes the entries corresponding to x,;, w°® as the subvector
of w that removes entries corresponding to Mg, and I° as
the identity matrix of size n,, — |Maz].

Proof of Theorem [I]

Part 1): By the construction of PDW, we have BMSf =
byrm,; = 0 and by, = bya,,, = 0. The optimal solution &,
and b M, Of can take any value as long as the nonbinding
SOC constraint condition is satisfied. Thus, for any given &,y
and I;MM, we can fix T, and by, in and solve the
following smaller program:

0
1 sMSf _AO wsf _ 0
bty s ®ofs@ha 2Ty z//\:[bo Thd b )
bi N—— bi
z° *
+ Moty (302)
5. t. c, x> |Dxl|,, Ve e L\ L, (30b)

Whel;e ZMyp; = yMb;_AMbi,Xaci'at = AMbiv'dewhbd+BMbi
and brr,, = Ay, o (That — ZTag). Thus, we have 2° =
A’z + wf + Ij\jtbibe;- The solution (Zs¢, &ba, bag,,;) Of
is unique due to the lower eigenvalue condition. By the
KKT condition, (28) is satisfied. We combine 28) and (29)

and partition the relation into equations indexed by My;:

1 o o oT wg —a° o
nm/\IMhi ([A IMbi] |:~ ) 7 :| +wh>7
(31
as well as those indexed by Mg U My, which can be solved
. N . T
for thfUMbo = [hTMsf hTMbo}

1 o o/,..0 ~,0 o
mIMstMbo (A ((Eh — )+wh) . (32)

hMbi =

hamomy,, =

Since &° is the optimal solution of (30), it satisfies the
optimality condition:

1 xd — x°
7AOT o oT 5 b N o
Nom ([A IMbi] |:me _ bei +wh
+ > e + DTy =0 (33)

LELatrbiULpaULss

Combining (BT), and and after some elementary
operations, it yields that

T i T 7
AA.%ASfUMbO thfUMbo + AAj\/lbi hMbi
+ > Dcg + DS Ty = 0.
LELaNbiULbaU Lt
By Lemma for any hpq, € 9|lba,lli, there al-

ways exist R um,, and {Dg, @elr, ucoauce Such that
IR At UMy, lloo < 1. Thus, the strict feasibility condition of

(34)



PDW is satisfied deterministically. Since PDW is successful,
we can conclude the first part based on Lemma [5]

Part 2): Let Q% = [A° I3;,] and h° =

[EL UM ﬁLbi] . By the lower eigenvalue condition, we

can solve (31), (33) and (34):

xl — I°
A = : }
|:be be
AOTiLO
_ o+ o o —1
- _QMbiwh +nm (QMbIQMbi) |: ﬁMbi :|

- _Qj\jl_biwg +m (QMle.(;Vlbi)_le\;lrb h (335)

Then, we can bound the estimation error A in (35). First, we
bound the infinity norm of by, — bag,, = IpA. By triangle
inequality,

1Al < 11,Q° WS [loo + nnAITQ° [|oo - (36)

Since the second term is deterministic, we will now bound
the first term. By the normalized measurement condition and
the lower eigenvalue condition, each entry of Q°+w§ is zero-
mean sub-Gaussian with parameter at most

02

(@, Qn) 2 < (37)
min
Thus, by the union bound, we have
P (||I1,Q°+wh°||00 >t) < 2exp <— i ) .
(38)

_ _nm
Then, set t = o

have "“"t > log | My;|. Thus, we conclude that

and note that by our choice of A\, we

||bei - bei ”00

1
< mA 7_’_ I o . —1IT oo)
< (e + 1@, Qi)

with probability greater than 1 — 2 exp(—con?,A\?). This indi-
cates that all bad data entries greater than

9(\) = nmA (

1 o
rve + Me(Q3n, Qi) 1IJOO> (39)

will be detected by b Mo -

Part 3): From (35), we can upper bound the ¢ norm of the
signal error @y — &° = I, A by

HI‘ZQO—Fw; ||2 + nm)\HIw(Qj\/lein\/lbi)_lI;r H0072'

For the first term, by the application of standard sub-gaussian
concentration,

P (I1.Q  will2 > 1 L.Q  |[r + t|1.Q°|2) ,

is upper bounded by exp (— C;ﬁz . First, we see that

both [|[I.,Q°"|F |I.Q°"|2 are bounded by
| Xse |+ Xba |+ | Mbpi
I ll20(Q5,, Qony,) N2l Q5 Il < M Tl M

due to the lower eigenvalue condition and the normalized

and

measurement condition. Moreover, the probability

V] Xst] + [ Xba + |Mbi>

e (15@3 it > LS
min

is upper bounded by exp (,%) for any positive ¢. Together,
we conclude the proof.
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